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 Abstract of the contribution: This contribution proposes to update solution #2.9 with EAP-TTLS as an alternative authentication method. 
1 Introduction 

Alternative authentication methods are going to be part of the Next Gen system. The NextGen system may be owned by a third party, and that third party can use alternative authentication methods with different types of credentials. The EAP framework provides means to use alternative methods with different types of credentials. 

2 Proposal
It is proposed that the attached pCR towards TR 33.899 is approved. 
3 pCR 
***
BEGIN CHANGES
***
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NEXT CHANGE ***
Variant p3.2: EAP-TLS 

Alternative authentication methods are being discussed in the co-called "Factory" use case [4]. It is assumed that the NextGen system is owned by a third party, and that third party would need to use alternative authentication methods with different types of credentials. The EAP framework provides means to use alternative methods with different types of credentials. 

This variant assumes that the authentication is done using existing third party credentials and identity management system. In other words, the AUSF function performing the authentication may be owned and managed by a third party (the Factory owner). The exact details of the authentication method are transparent to the SCMF/SEAF, and any other EAP method (than EAP-TLS) could be used if agreed between the Factory and the mobile operator. 

EAP-TLS described in RFC 5216 [23] is based on TLS 1.1. The protocol itself includes the TLS version number, so in theory any TLS version above 1.1 could be used. TLS version is important because modern TLS variants are secure and more optimized than the older variants. The IETF TLS working group is currently working to finalize TLS version 1.3 [aa] with the target to published as RFC during the beginning of 2017. TLS version 1.3 significantly reduces that number of roundtrips.
Figure 5.2.4.9.2.4-2 demonstrates the initial EAP-TLS handshake done between UE and AUSF. Authentication is done by using both server and client certificates, and requires a root of trust (i.e. certificate authority, CA). After the initial handshake, EAP-TLS session can be "resumed" making the handshake more efficient. 
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Figure 5.2.4.9.2.4-2: EAP method specific signalling – EAP-TLS
Variant p3.3: EAP-TTLS 
Another alternative authentication method is EAP-TTLS. EAP-TTLS is an EAP type that utilizes TLS to establish a secure connection between a client and server, through which additional information may be exchanged. There are two versions of EAP-TTLS: EAP-TTLSv0 and EAP-TTLSv1. EAP-TTLSv0 is described in RFC 5281 [bb] and EAP-TTLSv1 is described in an Internet draft [cc]. Note that the use of TLS 1.3 [aa] would also significantly reduce the number of roundtrips.
Figure 5.2.4.9.2.4-3 demonstrates the EAP-TTLS handshake done between UE and AUSF. During the handshake phase the server is authenticated to the client using server certificate, and requires a root of trust (i.e. certificate authority, CA). In version 1, an extension to TLS, called TLS/IA [dd], is utilized. TLS/IA provides an extended handshake which guarantees that the TLS handshake endpoint and the authentication endpoint are one and the same. This eliminates attacks against tunnelled protocols for inner authentication that generates session keys. During the data phase, the client is authenticated to the server using an authentication method encapsulated within the secure tunnel. EAP-TTLS allows legacy password-based authentication protocols to be used against existing authentication databases. The encapsulated authentication mechanism may itself be EAP, PAP, CHAP, MS-CHAP or MS-CHAP-v2. 
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Figure 5.2.4.9.2.4-3: EAP method specific signalling – EAP-TTLS
***
END OF CHANGES
***
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